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1. About This Document

This document is the official integration guide for the Choice FinX Open API (Trading API)
platform, published by Choice Equity Broking Pvt. Ltd. It is intended for:

» Technology Vendors and API partners who wish to integrate with Choice FinX on behalf
of their clients.

» Direct Clients / Algo Traders who want to programmatically access their own Choice
trading account.

* Business Development & Partnerships teams who need a single reference to share with
prospective partners.

The guide covers regulatory context, user types, eligibility criteria, onboarding steps, API
authentication modes, key management, do's and don'ts, and support contacts.

i This document must be read alongside the applicable NSE/SEBI circulars on Algorithmic
Trading. The most recent consolidated circular is available at:
https://nsearchives.nseindia.com/content/circulars/INVG69255.zip
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2. Regulatory Background & Compliance Framework

Choice Equity Broking Pvt. Ltd. is a SEBI-registered stock broker authorised to operate on NSE,
BSE, and MCX exchanges. All API-based / algorithmic trading activities are governed by SEBI
and exchange circulars.

2.1 Applicable Regulations

Regulator / Exchange ' Circular / Rule Relevance
SEBI Circular on Algorithmic Trading Framework for algo trading,
risk controls
NSE INVG69255 (latest consolidated Empanelment of Vendors,
circular) Strategy registration, Static IP
mandate
BSE Equivalent circular on Algo / API Same framework applies on
trading BSE segment
MCX Circular on Commodity Algo Trading  Applies to commodity

derivatives segment

2.2 Key Regulatory Requirements at a Glance

Requirement Applicable To Threshold / Condition
Static IP address mandatory All API users (Vendors & All orders placed via APl must

Direct Clients) originate from a declared static IP
Vendor Empanelment with Vendors / Third-party Mandatory before going live; must be
Exchange platforms registered with NSE/BSE/MCX
Algo Strategy Registration All API users Required if order rate exceeds 10
with Exchange orders/second
Server co-location at broker Empanelled Vendors Required when the vendor is fully
site empanelled with the exchange

If your application sends fewer than 10 orders per second and you are a direct
client (not a vendor), most exchange-side requirements are simplified. However, the Static IP
mandate and API key discipline apply to everyone.
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3. Who Can Use Choice Open APIs?

The Choice FinX Open API supports two distinct user categories. Understanding which category
you fall into is the first step before any integration work begins.

3.1 Type A — Direct End Client (Algo Trader)

A direct client is an individual or institution who holds a trading account with Choice Equity
Broking and wants to automate their own trading strategies.

Who is this? Choice FinX account holder — individual retail or institutional
investor

Primary use-case Running personal algo strategies, automated rebalancing,
systematic trading

Exchange empanelment No (unless order rate > 10/sec, in which case strategy registration

required? is needed)

Static IP required? Yes — the client's own static IP must be declared

API key generation Self-service via FinX website — Profile — Generate API Key

Order rate limit Up to 10 orders/sec without strategy registration; above that

requires exchange approval

3.2 Type B — Technology Vendor / Platform

A vendor is a third-party technology company or platform (e.g., Tradetron, AlgoTest, custom
broker aggregator) that integrates Choice APIs to offer trading services to multiple Choice
clients.

Who is this? Fintech company, algo platform, or software vendor serving
multiple Choice clients

Primary use-case Multi-client algo platform, trading dashboards, order management
systems

Exchange empanelment YES

required?

Static IP required? Yes — the vendor's server static IP must be declared

Server location Server should be co-located at broker (Choice) premises

API key type Vendor ID + Vendor Key (issued by Choice Open API team after
vetting)
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Order rate If any client strategy exceeds 10 orders/sec, that strategy must be
exchange-registered

i If you are unsure which category applies to you, please reach out to the Choice Open API
Support team before initiating any integration work.
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4. Pre-requisites & Eligibility Checklist

Before you begin the onboarding process, ensure all the following pre-requisites are in place.
Incomplete prerequisites will delay your go-live.

4.1 For Direct Clients

» Active trading account with Choice Equity Broking (live KYC).

* Login access to the Choice FinX web portal (finx.choiceindia.com).

» A static IP address provisioned by your Internet Service Provider (ISP).

* Basic understanding of REST API concepts and your chosen programming language.
» If order rate will exceed 10/sec — obtain exchange approval for the strategy first.

4.2 For Vendors

* Registered legal entity (company/LLP/partnership).

* Empanelment application filed with NSE/BSE/MCX (as applicable). Refer to NSE
Circular INVG69255 for the empanelment process.

+ Dedicated server with a static IP address (vendor infrastructure).
+ Technical team capable of REST API integration and OAuth 2.0 implementation.
* Completed Choice Vendor Registration Form (link in Section 5).

» If any strategy exceeds 10 orders/sec — exchange approval for that strategy is
mandatory.

» Server co-location at Choice premises (required upon full empanelment with exchange).

Vendor empanelment with the exchange is a regulatory requirement. Choice
cannot grant live production access to a vendor that has not completed exchange
empanelment. Start the empanelment process in parallel with your technical integration.
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5. Onboarding Process

5.1 Vendor Onboarding — Step-by-Step

Step = Action
1 Fill Vendor Registration Form
2 Choice team reviews and

creates UAT credentials

3 API| Documentation shared
for UAT

4 Vendor selects integration
mode (oAuth or Non-Auth)

5 Vendor builds UAT
integration

6 UAT certification — submit for
review

7 Choice confirms successful

UAT integration

8 Exchange Empanelment
confirmation shared with
Choice

9 Production Vendor ID + Key
issued

10 Go-Live

5.2 Direct Client Onboarding — Step-by-Step

Owner

Vendor

Choice Open API
Team

Choice Open API
Team

Vendor
Vendor
Vendor
Choice Open API

Team

Vendor

Choice Open API
Team

Vendor + Choice

Notes

Form link: https://bit.ly/choice-
vendor-reg (Google Form)

Vendor ID + Vendor Key for UAT
environment issued

UAT docs:
https://uat.jiffy.in/api/OpenAPI/Info

See Section 6 for details on each
mode

Test all order types, error
handling, and edge cases

Share integration demo / test logs
with Choice team

Written confirmation provided

Mandatory before production keys
are issued

Live environment credentials
shared securely

Monitor first 48 hours; dedicated
support contact active

1. Log in to the Choice FinX web portal at finx.choiceindia.com.
2. Navigate to Profile (top-right avatar icon) — Settings — Generate API Key.
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Figure 1 — FinX Profile Page: Click 'Generate API Key' in the left sidebar
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Figure 2 — Choice Open APIs Page: The API key management dashboard
3. Inthe 'Generate New API Key' dialog, enter:
« Application Name — a descriptive label for your integration (e.g., 'MyAlgoBot_v1').

» Static IP — enter your static IP address. This is mandatory; orders from non-declared
IPs will be rejected.

* API Key Validity — select the validity period (1 Week, 1 Month).
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Figure 3 — Generate New API Key: Enter Application Name, Static IP and Validity
4. Click Generate API Key. The key will be displayed once — copy and store it securely.

5. Download the Open API documentation from:
https://finx.choiceindia.com/api/OpenAPI/Info

6. Integrate the API into your trading application using the documentation.
Test in paper-trading/simulation mode (if available) before routing live orders.
8. Go live. Monitor your application's behaviour and error rates.

™~

i Direct clients access the Open API documentation via the FinX portal after generating
their API key, or by contacting the Choice support team at openapi@choiceindia.com.
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6. APl Authentication Modes

Choice FinX Open API supports two authentication modes. Vendors must select one mode
during onboarding; the choice affects how end-users authenticate and how sessions are
managed.

6.1 oAuth Mode (Recommended for Vendors)

In oAuth mode, the vendor's platform redirects the end-user to the Choice FinX login page. After
the user authenticates, an authorisation code is returned to the vendor's callback URL, which is
then exchanged for an access token.

Best suited for Vendors with a web application or mobile app (Tradetron-style platforms)

User experience User clicks 'Connect Choice FinX' on vendor site — redirected to FinX
login — authorised — redirected back

Session management Access token + refresh token pattern; no static API key needed from
user

Partner product option Available under the 'Partner Product' section on the FinX website

Security Higher security; credentials never exposed to vendor; token can be
revoked anytime

Implementation Medium — requires standard OAuth 2.0 flow implementation

complexity

OAuth Flow Integration Guide

For the complete step-by-step guide on implementing the oAuth 2.0 flow with Choice FinX
(redirect URLS, token exchange, refresh tokens), refer to the dedicated integration document
below:

Document: https://docs.google.com/document/d/1vtFIADLUONJRKsvcdnVIM2RIO-
odmGm4btM6xHU-k-1/edit?tab=t.0

6.2 Non-Auth (APl Key) Mode

In Non-Auth mode, the end-user generates a static API key from their FinX profile and provides
it directly to the vendor application (or uses it in their own integration). The API key acts as a
long-lived credential.

Best suited for Direct clients or vendors offering 'bring your own key' integrations

© 2026 Choice Equity Broking Pvt. Ltd. SEBI Reg. No.: INZ000010131 Page 11
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User experience User generates API key on FinX portal — copies key — pastes into
vendor app or own code

Session management Single static key per application; validity selected at generation time

Static IP binding Key is bound to the declared static IP(s); requests from other IPs are
blocked

Security Key must be stored securely by the user/vendor; rotation recommended
on expiry or suspected compromise

Implementation Low — standard API key header authentication

complexity
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7. APl Key Management (Non-Auth Mode)

7.1 Generating an API Key

API keys are generated from the FinX portal under Profile — Settings — Generate API Key. The
form requires:

» Application Name — unique label for the integration.
« Static IP — one or more static IP addresses from which API calls will originate.
* API Key Validity — the duration for which the key remains active.

The API key is displayed only once at generation time. Copy it immediately and
store it in a secure vault (e.g., AWS Secrets Manager, HashiCorp Vault, or an encrypted
config file). Choice cannot retrieve or display the key again.

7.2 Key Validity Options

Validity Period | Recommended Use Case

1 Week Short-term testing or proof-of-concept integrations

1 Month Monthly strategy reviews; rotate frequently

7.3 Revoking / Regenerating a Key

If you suspect your API key has been compromised, or if your static IP changes:
9. Log in to FinX portal — Profile — Generate API Key.
10. Revoke the existing key from the API Key management table (Action column).
11. Generate a new key with updated details.
12. Update your application/vendor integration with the new key immediately.
13. Notify the Choice Open API Support team if you believe the key was used maliciously.
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8. Static IP Policy

A Static IP address is a mandatory requirement for all API-based order routing on the Choice
FinX platform. This is mandated by SEBI/NSE guidelines and is enforced at the platform level.

User Type Whose Static IP to Declare What Happens if IP Mismatch

Direct Client Client's own ISP-issued static IP Orders will be rejected;

Vendor Vendor's server static IP Orders will be rejected for all
clients routed through that vendor
server

« To obtain a static IP, contact your Internet Service Provider (ISP) or cloud provider.
Dynamic IPs are not supported.

» If your server's IP changes (e.g., cloud instance restart), you must update the declared
IP in your API key settings immediately and notify the Choice team.

* Multiple static IPs can be declared for a single API key (e.g., primary and failover
servers).

Using a VPN or proxy to route API calls through a different IP than the one
declared will result in order rejection. Ensure your application connects directly from the
declared static IP.
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9. Order Rate Limits & Strategy Registration

SEBI and NSE regulations define order rate thresholds that determine whether a trading
strategy must be registered with the exchange as an 'Algorithm’'.

Order Rate Regulatory Requirement Action Required
< 10 orders/second No algo registration required None — proceed with standard
API integration
>= 10 orders/second Strategy must be registered as an Submit strategy details to
Algorithm with the exchange NSE/BSE for approval before
deployment

These limits apply per strategy, per client. Aggregated order rates across multiple clients on a
vendor platform should be managed to ensure no individual client strategy breaches the 10/sec
threshold without prior registration.

i Strategy registration is done directly with the exchange (NSE/BSE/MCX). Choice Equity
Broking will require proof of exchange approval for any strategy that routes >= 10 orders/sec
before enabling it in production.
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10. APl Documentation & Environments

UAT (Testing) https://uat.jiffy.in/api/OpenAPl/Info Sandbox for integration &
testing; no real orders or
money

Production (Live) https://finx.choiceindia.com/api/OpenAPI/Info Live trading; real orders; real
funds

10.1 Available APIs

API| Category ' Key Endpoints Description

Authentication /login, /token/refresh Session management, token issuance
and refresh

Market Data /quote, /depth, /ohlc, /instruments Live quotes, order book depth, OHLC
data, instrument search

Order Management /order/place, /order/modify, Place, modify, and cancel orders

/order/cancel across segments
Portfolio /positions, /holdings, /tradebook Open positions, long-term holdings,

completed trades

Funds /funds/limits, /funds/summary Available margin, fund utilisation, and
ledger summary

WebSocket wss://stream.jiffy.in/ Real-time streaming for quotes, order
updates, and positions

Full endpoint documentation — including request/response schemas, error codes, and code
samples in Python, JavaScript, Java, and cURL — is available in the linked documentation
portal.

10.2 Live APl Documentation & Postman Collection

The official live APl documentation is hosted on the Choice FinX developer portal and includes
complete endpoint specifications, request/response schemas, authentication details, and
interactive testing via Swagger Ul.

Live API Docs (Production): https://finx.choiceindia.com/api/OpenAPI/Info#section/Introduction

Postman Collection

A Postman collection is available to accelerate your integration testing. It includes pre-built
requests for all major API endpoints with sample payloads and environment variables.
Download and import the Postman collection from the APl documentation request it from
openapi@choiceindia.com.
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Configure environment variables: APl_KEY (your generated key), BASE_URL (UAT or
production), and STATIC_IP.

Use the collection to test authentication, orders, market data, and portfolio endpoints before
going live.

10.3 Additional Integration Guides

The following dedicated guides cover specific integration patterns available on the Choice FinX
platform. Refer to the relevant document based on your use-case:

1. OAuth Flow Integration

Step-by-step implementation of the OAuth 2.0 authorisation flow — redirect URLSs, authorisation
code exchange, access token management, and refresh token handling.

Document: https://docs.google.com/document/d/1vtFIADLUONJRKsvcdnVIM2RIO-
odmGm4btM6xHU-k-1/edit?tab=t.0

2. Webhook Integration

Integration guide for the OpenTransactionPusher webhook service. Subscribe to real-time push
notifications for order status updates, trade confirmations, and position changes — without
polling the API.

Document: https://finx.choiceindia.com/api/OpenTransactionPusher/docs/index.html

3. Interactive Socket Integration

Guide for establishing and managing a persistent WebSocket connection for real-time streaming
of live market quotes, order book depth, and position updates.

Document: https://docs.google.com/document/d/1wiptRZZYr0dgQigX_ FvnFap8KDo-
viG0J2GValXMQkg/edit?usp=sharing
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11. Do's and Don'ts

11.1 Do's

» Always use your declared static IP when making API calls.

« Store API keys and OAuth tokens in secure, encrypted storage — never in plain text files
or source code.

* Rotate API keys periodically (at least every 3 months for production).
* Implement proper error handling and exponential back-off for retries.
+ Test all edge cases (market close, holiday, circuit breaker) in UAT before going live.

* Register your strategy with the exchange if your order rate will reach or exceed 10
orders/second.

* Vendors: complete exchange empanelment before requesting production credentials.

* Monitor your integration for unexpected order bursts or errors and alert the Choice
support team immediately.

* Maintain your own audit logs of all API requests and responses for compliance

purposes.
* Ensure your server clock is synchronised (NTP) to avoid timestamp-related order
rejections.
11.2 Don'ts

* Never share your API key or OAuth token with anyone, including Choice support staff
(they will never ask for it).

* Do not hard-code credentials in application source code or commit them to version
control (Git, etc.).

* Do not use a VPN or proxy that changes your outbound IP to a non-declared IP when
making API calls.

* Do not use dynamic IPs — all API calls must originate from the declared static IP only.

* Do not attempt to bypass rate limits by creating multiple API keys for the same
application.

» Do not route live client orders without completing UAT certification and receiving
production credentials from Choice.

* Do not make API calls on behalf of a client without their explicit consent and proper
authorisation flow.

* Do notignore API error responses — treat all 4xx/5xx errors as actionable; do not
silently retry indefinitely.

* Vendors: do not go live on production before receiving written confirmation from the
Choice Open API team.
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Violation of the above guidelines may result in immediate suspension of API
access, regulatory reporting, and potential legal consequences under SEBI regulations.
Choice Equity Broking reserves the right to suspend access without prior notice in case of
suspected misuse.
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12. Security Guidelines

Protecting the integrity of API credentials and order flow is a shared responsibility between
Choice Equity Broking and the API user. The following practices are strongly recommended.

Security Area Best Practice

Credential Storage Use environment variables or a dedicated secrets manager (AWS Secrets
Manager, HashiCorp Vault, Azure Key Vault).

Transport Security All API calls must be made over HTTPS (TLS 1.2 or higher). HTTP
connections are rejected.

Token Expiry Implement token refresh logic to avoid session interruptions during trading
hours.

IP Whitelisting Declare only the minimum necessary IPs; review and update the list if your

infrastructure changes.

Incident Response If a key is compromised, revoke it immediately, rotate to a new key, and
notify openapi@choiceindia.com.

Logging Log all API calls with timestamps, request IDs, and response codes. Retain
logs for at least 5 years (regulatory requirement).

Access Control Limit internal access to API credentials on a need-to-know basis; use role-
based access control (RBAC) in your systems.
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13. Support, Escalation & Turnaround Times

13.1 Support Team Structure

The Choice Open API support team uses a three-level escalation model. Always start with L1
and escalate only if the issue is not resolved within the stated SLA.

Role / Responsibility | When to Contact
L1 — First Response Dilip Yadav Initial intake, basic All new issues — first
troubleshooting, UAT point of contact

support, API key
issues, documentation

queries
L2 — Technical Ganesh Gavande Deep technical issues,  Escalate if L1 cannot
Escalation integration failures, resolve within SLA

environment problems,
UAT certification review

L3 — Management Ranjeet Yadav Critical production Escalate only for P1
Escalation incidents, regulatory production incidents or
queries, go-live formal approvals

approvals, vendor
onboarding sign-off

Note: Always provide your Vendor ID / Client ID, issue description, request/response payloads
(sanitised — remove API keys), and timestamps when raising a support request.

13.2 Contact Details

Open API / Technical Email openapisupport@choiceindia.com

Support (L1)

Vendor Registration & Google Form https://docs.google.com/forms/d/e/1FAIp

Onboarding QLSdsdEibgCX1MsLcYmQy7AknLTiyp6
fYZccaSIFU7gFVPzylEA/viewform

General Broker Support Phone +91-22-6919-5503 (Trading hours: 9 AM

— 6 PM IST, Mon—Fri)

13.3 Turnaround Times (TAT)
The following TATs are committed from the time a complete and valid request is received:

UAT Credentials after 2 Business Days From time completed Form must include:

Google Form Google Form is received entity name, contact,

submission integration type, static

IP

UAT Integration 2 Business Days From time vendor submits  Include test logs,

Review & Certification integration completion demo video, or test
confirmation report

Production / Live 1 Business Day From UAT certification + Both conditions must

Credentials issuance exchange empanelment be met simultaneously

proof received
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L1 Support Query 1 Business Day From time email received

Response at
openapi@choiceindia.com

L2 Technical Issue 2 Business Days From time issue is

Resolution escalated to L2

P1 Production Incident = 2 Hours From P1 email received

Acknowledgement during trading hours

(9AM—6PM IST)

Complex issues may
be escalated to L2

Major defects may
require additional time
Resolution TAT
depends on incident
severity

TATSs are in business days (Mon—Fri, excluding NSE/BSE market holidays). Requests received

after 5 PM IST are treated as received the next business day.
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14. Glossary

Term Definition

Algo Trading Automated trading using pre-programmed instructions executed via
software without manual intervention.

API Key A unique alphanumeric credential used to authenticate API requests in
Non-Auth mode.

Empanelment Formal registration and approval of a vendor/platform by a stock exchange
to offer algo trading services.

0Auth 2.0 An open standard for access delegation, allowing users to grant third-party
applications limited access to their accounts.

Static IP A fixed, non-changing internet protocol address assigned by an ISP or
cloud provider.

Strategy Registration The process of registering an algorithmic trading strategy with the
exchange when order rate >= 10/sec.

UAT User Acceptance Testing — sandbox environment for integration testing

before going live.

Vendor ID / Vendor Key  Unique credentials issued by Choice to a technology vendor for accessing
the Open API in UAT and production.

WebSocket A protocol providing full-duplex communication over a single TCP
connection, used for real-time market data streaming.

SEBI Securities and Exchange Board of India — the apex regulator for securities
markets in India.

NSE National Stock Exchange of India — one of the primary exchanges where
Choice is a registered member.

BSE Bombay Stock Exchange — another primary exchange where Choice is a
registered member.

MCX Multi Commodity Exchange of India — commodity derivatives exchange
where Choice is a registered member.
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